














00 |rsiflut) C:200€15 M:200@75 Y:200€0 K:200€45 ] bleed: 0.125 margin size: 0.375

n

E;S V-fersior;.: 3015.102 HON Version 7.0 Revision 93 RSI System 11.3 Build: #50, Ripped on Wednesday, September 28, 2011 2:44:/04 BM

ID: oprodl:

[ TRAP ABO:100 Scaling Percent: HT 100 WD 1

(Screened Data File POS, Right-Reading, Color-Seps, Std-OvP )
Black

Magent

-
=Y
i
)
(%]
(8]
s
o
=
@
o
=1
g
8
o
-1
5}
o]
£
b
)
=
@
—
-
™~
ol
o
~
o
o
~
BN
T
@
pr}
o
o
b1
4]
=]
o]
o
bt
[
4
o
[
e}
o
s
=]
g
@
bt
J:“I
(9]
.
o
)
=]
]
m

2400.0 dpi

Jay Barbour

Immutable Laws of Security

Jay brings more than ten years of security
experience to Research In Motion (RIM)
where he serves as an advisor for the
BlackBerry Security Group. He works closely
with government agencies, strategic and carrier sales teams, and key
customers to champion security policy for BlackBerry smartphones. Prior
to joining RIM, Jay was vice president of marketing at Intrusion Inc., a
pioneering company in data leak prevention appliances. His previous roles
include vice president of product management at ScanSafe (now Cisca),
the world’s first managed web security start-up; consultant in the wireless
industry; as well as various security product management and marketing
roles at 3Com and Hewlett—Packard. He started his career in the energy
sector, working for Schlumberger in the Middle East and South America as
senior field engineer, as well as ARCO (now BP) as senior planning analyst.
Jay holds a degree in Engineering Physics from Queen’s University, Canada,

Sean Bodmer

Sean is an active senior threat intelligence
analyst at Damballa. He specializes in
the analysis of signatures and behaviors
used by the cyber criminal community.
Sean focuses his time learning tools, techniques, and procedures behind
attacks and intrusions related to various persistent threats. Sean has
worked in several information system security roles for various firms and
customers over the past fifteen years across United States. Most notably
he has spent several years performing black box penetration testing,
exploit development, incident response, and intrusion and intruder
analysis for Fortune 100 companies, the Defense Department, and ‘other’
federal agencies. Sean has shared numerous accounts of his findings at
various industry conferences relating to the inner-workings of advanced
cyber threats. Sean has lectured at industry conferences such as Hacker
Halted, Bluehat, Defcon, Defcon Skytalks, TakeDownCon, PhreakNIC, DC3,
NW3C, NSA, DHS Annual Security Symposium, Pentagon Security Forum,
CERTCC, InfowarCon, and before US Congress discussing his interest in
analyzing and manipulating the minds and morale of persistent threats
without their knowledge. Sean co-authored Hacking Exposed: Malware &
Roothits: Malware & Rootkits & Secrets & Solutions (the definitive Computer
Security book series) with McGraw-Hill in 2009. Sean is currently working
on his second book covering “Countering Advanced Cyber Threats,” a

Security Advisor | Research in Motion
Presentation Title: Smartphone Security: From a Perspective of the Ten

an MBA from INSEAD, France, and is a Certified Information Systems
Security Professional (CISSP). Jay is based out of Dallas.

ABSTRACT: “The Ten Immutable Laws of Security” were first published by
Microsoft about ten years ago and they bluntly capture the hard-learned
lessons from PC and server security. This presentation reviews these laws
and illustrates how many current smartphone security issues have arisen
because of their disregard. Another major smartphone security risk, not
covered by the Ten Laws, is enterprise data leakage through the personal
use case. An innovative approach to address this security issue will also
be discussed. The introduction to this session will review why smartphone
security is becoming more critical as enterprises mobilize their sensitive
back-end IT systems, and hence why the “Ten Laws” are important, now
more than ever.

Senior Threat Intelligence Analyst | Damballa, Inc.
Presentation Title: SpyJackers = Countering Persistent Threats

comprehensive manual that illustrates how to employ various methods of
counter-intelligence, disinformation, and deception against active threats
in order to learn the ‘who’ and ‘why’ behind the breach of your enterprise.

ABSTRACT: This lecture builds on a series of threats and countermeasures
used to attribute specific occurring events to the individual or group. In this
lecture, intelligence analysis, cyber-counterintelligence, and operational
implantations will be covered-specifically, how to objectively analyze the
details of an intrusion in order to generate highly-accurate assessments
(profiles) of your adversary which can help IT security professionals and/

or authorities with attribution and/or apprehension of a cyber criminal. The
ability to maintain access and collect information on a target with advanced
or persistent access to your enterprise is the bread-and-butter of premier
intelligence agencies around the world. After attending this lecture, attendees
will have a better understanding of concepts that utilize counter-intelligence,
deception, and disinformation in the realm of cyber while amplifying
attribution and will be equipped with technigues they can implement to better
protect their networks and hackers who are hacking private and commercial
assets for political, economical, and personal leverage.
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“SIS WAS ONE OF THE FIRST INSTITUTIONS IN THE UNITED
STATES TO BE RECOGNIZED BY THE NATIONAL SECURITY

AGENCY AS A NATIONAL CENTER FOR ACADEMIC EXCELLENCE
IN INFORMATION ASSURANCE EDUCATION AND INFORMATION

ASSURANCE RESEARCH."

Bill Chu, Ph.D.

Chair, Department of Software and Information Systems
College of Computing and Informatics

CONTINUED FROM PAGE 15

The curriculum emphasizes hands-on experiences .
with specialized labs, including:

Computer Forensics

Vulnerability Assessment and System Assurance (Penetration
Testing)

Useable Security and Privacy

T Infrastructure Design and Implementation

Secure Software Development

Cyber Corps Program

One of 34 highly-competitive national programs

e Qffers full scholarships for students to study ®
information security
e Students are required to work for a federal, state, °
or local government agency after graduation for a
maximum of two years .
e The second largest program in the U.S.
e The only program in North and South Carolina .
Student Success Stories: °

First Place, U.S. South Region, iCTF 2006. “Miner’s Threat,”
a team of UNC Charlotte cyber-defenders, ranked #1 in the
South in the 2005 International (cyber) Capture The Flag
(iCTF) competition — overcoming NC State, Georgia Tech, and
the University of South Florida. iCTF, hosted by UCSB, is the
most prestigious, international, intercollegiate cyber game
and includes both defensive and offensive aspects. A total of
22 teams from universities in six countries took part in the
competition. UNC Charlotte placed 4th among 15 U.S. teams.

First Place, National, Collegiate Cyber Defense Competition
2006. A team of eight College of Computing and Informatics’
students won first place in the inaugural National Collegiate
Cyber Defense Competition (CCDC) hosted by the University
of Texas at San Antonio. The UNC Charlotte team overcame
three other regional champions and a team comprised of
members representing all U.S. military academies. The
competition is an important part of the Department of
Homeland Security’s (DHS) effort to promote hetter protection
of the nation’s information infrastructure, in that it focuses
on cyber defense. Teams are assessed based on their ability
to deploy secure IT infrastructure and services.

Second place, Southeast Collegiate Cyber Defense
GCompetition 2007

Second place, Southeast Collegiate Cyber Defense
GCompetition 2008

First place, Southeast Collegiate Cyber Defense
Competition 2009

Second place, Southeast Collegiate Cyber Defense
Competition 2010

Enrolled students taking the CISSP exam have a 100%
passage rate.
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The College of Computing and Informatics’ Department of Software and Information Systems
offers the following short courses on-demand. Most of these can be offered on-site at
company locations as well. If you are interested, please contact billchu@uncc.edu with the
subject line: SIS short courses.

Web-Application Penetration Testing | (6 CPE)

Web applications are primary targets for on-line criminals stealing personal information, as well as Laptop

committing financial fraud. Through detailed, hands-on instruction, this one-day course is intended to Requirement:

introduce to Web application developers basics of Web application penetration testing/ethical hacking by i )

learning the techniques your enemies use to compromise interactive Web sites. * Windows XP or Vista
e Can run latest version

Participants will learn how to use basic penetration testing techniques such as tampering data and of VMware Player

encoding/decoding data. Basic hacking techniques for data injection (e.g. SQL injection, cross-site scripting) o 1GHz processor with

and session management will be covered. Students will have an opportunity to perform penetration testing 1GB RAM or higher

on a micro-blog Web application. A laptop is required; please review laptop requirements in the box. Each
participant will be provided with a take-home DVD with all tools, as well as exercises covered in class.
Prerequisite: Working knowledge of building interactive Web applications in any language (e.g. PHP. Java,
Python, Ruby) and familiarity with basic http protocol and session management.

® 2GB free disk space
or higher.

Web-Application Penetration Testing 1l (6 CPE)

This one-day course is designed to develop the necessary skills for participants to conduct basic Web application penetration testing with
confidence. Specific techniques covered include: injection attacks (e.g. SQL injection, cross-site scripting), session management attacks,
cross request forgery, and direct manipulation. Major focus will be placed on hands-on exercises involving realistic Web sites. A laptop is
required; please review laptop requirements in the box. Each participant will be provided with a take-home DVD with all tools, as well as
exercises covered in class. Prerequisite: Web-Application Penetration Testing | or equivalent.

Web-Application Penetration Testing 11l (6 CPE)

This one-day course is designed to develop advanced skills for participants to conduct Web-application penetration testing by combining
multiple techniques. Major focus will be placed on a capture-the-flag exercise, which requires multi-staged attacks to be successful. Case
studies will be analyzed. A laptop is required; please review laptop requirements in the box. Each participant will be provided with a take-
home DVD with all tools, as well as exercises covered in class. Prerequisite: Web-Application Penetration Testing Il or equivalent.

Secure Software Development | (6 CPE)

Vulnerable software is a root cause of many of the security problems we have today. Software vulnerabilities are especially more visible

in Web applications as they are most exposed to attacks. This one-day course is designed to provide basic secure software development
training to Web developers. Topics covered include: input validation, black box vs. white box validation, regular expressions, proper use of
SQL PreparedStatement, and session management. This course is focused on hands-on training. Participants will be able to examine source
code of working Web applications and identify security flaws as well as fixing vulnerabilities found. A laptop is required; please review laptop
requirements in the box. Each participant will be provided with a take-home DVD with all tools, as well as exercises covered in class.
Prerequisite: Web-Application Penetration Testing |, or equivalent; familiarity with Java/EE development.

Secure Software Development Il (6 CPE)

This one-day course is a follow-up to Secure Software Development |. Topics covered include: arithmetic operations, common data structures,
managing secret information, authentication, authorization, cross domain protection, race conditions, code signing and sealing applications,
static analysis, and software considerations for hardware security. A laptop is required; please review laptop requirements in the hox.

Each participant will be provided with a take-home DVD with all tools, as well as exercises covered in class. Prerequisite: Secure Software
Development I, or equivalent.
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WIRELESS LOGIN =

)

1. Open the network settings for your
wireless device.

2. Enter “uncc49er” as the SSID or Network
Name in the wireless settings. (“Add
Network” for Windows Xo —

“Other Network” in Airport for Mac 0SX.)

3. Disahle WEP or other encryptions, if
enabled.

UNC CHARLOTTE PRESENTS 4. Your wireless devices should find the

Th e 4th An n u al network if you are in an area where

wireless is available.

s a a S 5. Open your web browser (Internet Explorer,

FireFox, Safari, etc.).

‘ LO U D 6. You will be prompted fo enter a campus

login. If you are a guest, enter your email
co M P U T I N G address in the guest login area.
7. A guest login on the UNC Charlotte
wireless network will only be able to
N F E R E N c E use web sites or web mail using port 80

(standard http port).

For additional information:
http://www.helpcenter.unce.edu/network/wireless_FAQs.html

INFORMATION + QUESTIONS

@ For more information about CCI event sponsorship opportunities, please .

contact Marjorie Bray at Marjorie.Bray@uncc.edu.
N\I7+

@ For any questions regarding the College of Computing and Informatics, please UNC CH{\RLOI IE_
College of Computing and Informatics
contact Clark Curtis, Director of Communications, at clarkcurtis@uncc.edu.
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